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't's no secret that
manufacturing is changing.

Business models are changing too. Product ownership is evolving toward service
consumption models—Everything as a Service—wherein customers pay only for
what they use. To reflect these shifts in technology, attitude and business process,
products are getting smarter. So are the factories that make them, the products
those factories build and even the cities we live in. The Internet of Things (loT) is
the key enabler for this new, connected world, and the first step for anyone in a
manufacturing or industrial role is to understand service asset conditions.
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To support this growing demand, manufacturers must diversity their revenue
streams from equipment sales to digital services and software. Building smart
solutions results in more-resilient and repeatable revenue streams that don't

require direct equipment sales.
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'S your company ready?

And if it's not, what about your competitors? Are they ready? Gartner thinks so. "By 2025,
50% of industrial enterprises will use industrial Internet of Things (lloT) platforms to
improve factory operations, up from 10% in 2020," the company predicted. In addition, by
2024, 50% of industrial enterprises will manage lloT platform deployments from up to six
vendors, up from less than 10% of industrial enterprises today.?

What does that mean? It means that lloT will be a $500 billion (USD) market by 2025,
according to McKinsey.®

Manufacturing, transportation and utilities are three industries that particularly stand to
gain from this technology. In fact, Gartner predicts that lloT will eventually replace legacy
control systems.

Equipment manufacturers that haven't adopted IoT (or [loT) now compete against
companies that do. Those competitors have significantly different cost and revenue
structures, which lets them offer their customers a more flexible range of purchase
options and service programs that operate more efficiently.

10T has so much potential to disrupt manufacturing that some people are calling it the
Fourth Industrial Revolution, or 4IR .4

So what's stopping you? Chances are you think that implementing lloT is too hard. Too
expensive. Or you don't have the expertise. But the transition is easier than you think.

To set the record straight, in this eBook we look at a few lloT myths you may have
heard—wrong assumptions that may stand in the way of your company’s success.
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MYTH 1

You need to buy
new equipment to

—

adapt to lloT.

You don't want to replace equipment that still works.

And you shouldn't have to. In fact, the average age for a piece of production
equipment is 22.5 years®—and typically these pieces of equipment do not run on
uniform or open protocols.

But that doesn't get in the way of using lloT. You can still use your reliable legacy
hardware. That is, as long as you use an lloT platform that lets you take advantage
of all your brownfield assets, introduce greenfield assets as you need them and
keep your network costs down.

How? A modern lloT platform can tell you how, when and where your equipment is
used. You'll know when you need to add enhancements. You'll also learn which
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existing features aren't being used, so you can deprecate the right equipment
and focus on optimizing the features people actually rely on. In fact, according to
McKinsey, most of l1loT's value comes from improving brownfield sites.®

So, how do you do this? One strategy is to connect an inexpensive add-on device
to your manufacturing equipment—a low-power, wireless hardware unit that
adds IloT connectivity to legacy hardware. Some of these units support more
than 100 kinds of devices and more than 300 protocols—including low-power
WAN. Organizations using these units found they reduced average time to repair
and cut their service costs by 5to 7%.

Manufacturers can also certify their equipment to run with these units, so you know
it'll work out of the box—without needing a programmer to write custom code.
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MYTH 2 “Security is a vital concern -

within our company. We \
dont want to add anything
to our system that can put
it at risk.”

[l0T expands the attack surface
and makes industrial equipment

more vulnerable to attack \/
There's no question that detecting and repairing vulnerabilities is more important That gives manufacturers a secure software development and governance
than ever because of the rise in hacker attacks, such as the Colonial Pipeline process that supports vulnerability management and reporting, which can close
ransomware attack.” Gartner predicts that by 2025, cyberattackers will learn how newly detected vulnerabilities with security-tested hotfixes.
to weaponize operational technology environments to successfully harm or kill
humans, and that the financial impact of these attacks will reach more than $50 The add-on units also add encryption. Throughout your system, data needs to
billion by 20238—for which CEOs could be held personally liable.® Attacks like this be encrypted during transmission, without using broker technology for device
have already been detected.’ connections. That means broker-based attacks are not possible, and it ensures
that compromised or malicious device endpoints have no access to data
The thing is, older hardware is already more vulnerable because it was designed originating from other devices.

before this type of concern came along. But these add-on units can address device
vulnerabilities through centrally controlled and audited firmware update rollouts,
and can isolate compromised devices.
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MYTH 3

You need a team of
developers and coders to
build lloT solutions.

You don't have to hire an entirely new team
of programmers.

Good thing. Just calculating the time and costs for a brand-new lloT project,
constructed from scratch, is more work than you have time for.

But some of these devices have out-of-the-box rules for business users. Power
users can build analytics for manufacturing hardware using drag-and-drop
tools—without coding. These rules let you monitor events and act on them.

Often, this is through the use of an electronic or digital “twin,” with which you can
view and interact. It keeps track of the device's current and historical state. The
electronic twin view works virtually; you don't have to be there in person.
Organizations that already implemented lloT technology such as electronic
twins found out how useful it was during the COVID-19 pandemic, when they
could manage equipment remotely without having to go on-site."

These systems are designed for people of all skill levels—not just IT professionals
or software developers. On the other hand, if you want to engage IT in the process,
some of them support that functionality as well—they just don't require it.
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MYTH 4

You need a team of
data scientists to make
sense of all that data.

Collected data doesn't do any good if people don't
look at it. In fact, some studies have found that 73%
of manufacturers’ collected data goes unused.

But the same no-code/low-code setup that enables you to collect the
manufacturing data helps you analyze it too. Some platforms include streaming
analytics engines to analyze data in real time using machine learning and
predictive analytics models.

Technicians, engineers and operations professionals can set up analytics that
help them make better decisions. The system also saves historical data, giving
you a permanent record for trendspotting.
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For example, you could create a dashboard to pull together data in a single view
that shows the status of every device in the manufacturing facility. Then you
could create a preventive maintenance program or use predictive models to
figure out the remaining useful life of each device. You can set up the system

to control who sees the dashboard and manage how much they are authorized
to view.

And if your company is already using third-party applications or enterprise
systems to track and analyze data, some systems can integrate with them too—
often without programming.
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MYTH S

You have to be
100% cloud-based

)
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or 100% on-premises.

It doesn’t matter. You can use one, the other or a mix. Sites on the edge can
collect and analyze data locally, then aggregate data on-site to reduce latency and
to manage the amount of data that is sent back to headquarters. That keeps the
volume of data from overwhelming the transmission—which matters even more
if it's in a location with slow or no connectivity. The organization still can monitor
industrial processes in real time. You don't need a permanent data connection.

The result: Local sites can manage their own data and events, acting more
quickly and making decisions locally—at the plant, on the factory floor or in the
field. 10T sensors can even be deployed in places that are too inhospitable

for humans.'
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In fact, according to Gartner, “The IloT platform must be able to be deployed on
the edge with adequate computing capabilities to manage the data, integrate
with replacement assets or new software capabilities on-site and process data
and events for transmission to extraction.” Edge processing can also be more
environmentally friendly.™

Il0T processing on the edge safeguards sensitive data by ensuring that nothing
IS transmitted, stored or visible outside its location. lloT data is a valuable asset
that must be fully protected to the highest recognized standards. In some cases,
this is a matter of regulatory requirement as well as best practices.
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MYTH 6

't can take months or
years to get a solution
Up and running

"Okay, but how long is this
going to take? I've got a

i business to run.”

.../

This project doesn't take long. You can put together a minimum viable
product in less than a month, start collecting and analyzing data and use a
stepping-stone approach to add value over time. The result can be an initial
ROl of 90 days or less.

Some platforms provide access to professional services or prepackaged
offerings to help you set up and get it running. That way, even if you don't
have the in-house resources, you can still get the solutions you need to build
a business case and to maintain your competitive advantage.

Case in point: Gardner Denver, an industrial equipment provider, launched

and commercialized an lloT-enabled condition monitoring solution that
dramatically reduced the downtime for the equipment of one of its customers—
IN just six weeks.



Debunking 6 industrial loT myths

Al
pelay/

»

N
-

Want to learn more?
Find out how Software AG can help.

"Sounds like it's worth looking at. Where do | go now?

So why Software AG?

We have the expertise, the experience and the
industry know-how. Software AG has been solving
these problems for some of the world's biggest
companies for decades. Consider:

- 70% of the Fortune 1000 chooses Software AG.

- We have earned industry-leading analyst ratings
across all our solutions

- You can work with Software AG—a company
that offers a comprehensive solution in an
emerging technology (not just haphazard,
disparate pieces of it)

Cumulocity 10T® is Software AG's number one
self-service, low-code |oT platform, available for

less than $200 per device. It's the only platform
that includes the leading streaming analytics
engine, Apama®, built in. If you need more,
companies with built-in machine-learning models
can plug those models directly into Cumulocity
loT for immediate results without the risk of
coding errors.

AS you can see, it can be fast and easy to begin
collecting actionable data—and then insights from
that data—to improve manufacturing processes
and business decision-making. You can enhance
your customers’ experience with faster time to
market and responsiveness—improving retention,
growth and acquisition.
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